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I. Introduction 
 

This document describes the fallback solution of La Banque Postale. 

 

This documentation is divided in 2 parts: 

 The authentication process of the TPP through eIDAS certificates when using La Banque Postale direct access 

(fallback solution) 

 The user journey on La Banque Postale online banking site, including details on the strong customer 

authentication (SCA) steps. 
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II. Authentication process of the TPP 
The fallback solution is based on the identification of the TPP via a TLS mutual authentication with the eIDAS 

certificate (QWAC) of the TPP with a redirection on the La Banque Postale online banking site or mobile. 

 

The endpoint depends on the market addressed: 

 For natural persons 

https://api.labanquepostale.com/fallbackPPH 

https://api.labanquepostale.com/fallbackPPHMobile 

 For legal persons (business clients) 

https://api.labanquepostale.com/fallbackPMO 

https://api.labanquepostale.com/fallbackPMOMobile 

 

Third Party Provider have to call one of these endpoints. 

The connection is secured by a mutual authentication based on the eIDAS QWAC certificate. 

- If the mutual authentication is OK, the TPP is redirected (by a HTTP 302) to the bank's client identification 

page.  

- If not, the TPP receive a hand-check failure. 

The information of the client’s online banking user ID must also be added as a POST parameter of the request in the 

client_id field. For example: 
POST https://api.labanquepostale.com/fallbackPPH 

Accept: */* 

Content-Type: application/json 

Accept-Language: en-US,en;q=0.5 

Accept-Encoding: gzip, deflate 

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0 

{ 

    "client_id": "9966886299" 

} 

 

The diagram below explains it: 

 
Example of a private customer call 

https://api.labanquepostale.com/fallbackPPH
https://api.labanquepostale.com/fallbackPPHMobile
https://api.labanquepostale.com/fallbackPMO
https://api.labanquepostale.com/fallbackPMOMobile
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III. SCA user journey on the online banking site 
La Banque Postale offers two strong authentication solutions for natural person and legal person (business client): 

 Certicode (based on an OTP received per SMS) 

 Certicode Plus (based on an enrolled smartphone and the validation of notification sent on this smartphone) 

 

The activation of one or the other solution depends on the client’s equipment. 

You will find below the 4 SCA user journey available. 

 

A. Certicode Plus / natural person 
 

 Following the client identification phase with banking ID / password : 

 
 

 Following a click on the “s’authentifier” button, the client receive a notification on his smartphone to 

proceed to the authentication process via Certicode Plus.  

 This is a waiting page : 
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 This error page is displayed after 3 failed attempts : 
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 This error page is displayed in case the client didn’t validate its authentication on time (timeout) : 

 
 

 This page is displayed with the Certicode Plus authentication process is ok : 
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B. Certicode / natural person 
 

 Following the client identification phase with banking ID / password : 

 
 

 Following a click on the “s’authentifier” button, the client receive an OTP via SMS on his mobile to proceed 

to the Certicode authentication process. 

 This is a waiting page : 
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 This error page is displayed after a failed attempt : 
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 This page is displayed with the Certicode Plus authentication process is ok : 
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C. Certicode Plus / legal person 
 

Following the client identification phase with banking ID / password: 

 
 

The client clicks on the “s’authentifier” button, and receives a notification on his smartphone to proceed to the 

authentication process via Certicode Plus.  

This is a waiting page: 
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This error page is displayed after 3 failed attempts: 

  
 

This error page is displayed in case the client didn’t validate its authentication on time (timeout): 

  
 

This page is displayed when the Certicode Plus authentication process is ok: 
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D. Certicode / legal person 
 

Following the client identification phase with banking ID / password, the client clicks on the “Recevoir le code par 

SMS” button and receives an OTP via SMS on his mobile to proceed to the Certicode authentication process. 

 
 

This error page is displayed after a failed attempt: 
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This page is displayed when the Certicode authentication process is ok: 

 
  

 

– End – 

 

 


